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Abstract—Voting systems are the most used method in
making a decision in a democratic context. It is versatile, robust,
and arguably fair. The most promising method of implementing
these systems is by holding the voting entirely electronic and
online (e-voting). But, ensuring the integrity and security of an
e-voting system is a difficult problem that makes these systems
still not widely used for major practices. This paper demonstrates
how e-voting systems can be implemented by using homomorphic
encryption and the Chaum-Pedersen protocol. This combination
can guarantee the data integrity for both the voters and
conveners while still ensuring voter anonymity.
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1. INTRODUCTION

Voting systems are the most used method in making a
decision in a democratic context. It is versatile, robust, and
arguably fair. These systems have been implemented
throughout history in many various ways, such as by live
voice or paper ballots. But, as voting participants increase and
voting complexity grows, such methods are infeasible. With
the increasing development of technology, a new proposed
method emerged. That is, by making the whole voting system
electronic and online. However, ensuring that the system
meets security requirements is proven to still be a challenge
that makes electronic voting (e-voting) not widely used for
large scale elections [1].

In a traditional voting scheme using paper ballots, voters
can observe the whole voting processes and therefore they can
be convinced that the processes are executed honestly. For
example, at first the voter is given a blank ballot, makes his
choice on the ballot, then puts it into the ballot box [1]. In this
step the voter himself can verify his privacy, since he makes
his choice in a private space, alone, and his identity is not
written in the ballot. After the voting period ends, the votes
are counted by authorities in front of the public [1]. Here
again, the voters can be convinced that the authorities are
behaving honestly because the counting process can be
observed publicly.

But, in an electronic voting scheme, gaining the trust of all
parties is not as easy as using paper ballots. At any steps in the
e-voting process, results can be manipulated if there is a lack

of security and cryptography [1]. Therefore, the challenge for
e-voting systems is to make sure that the system meets all the
necessary security requirements and convince all parties that
the system does indeed satisfy them.

The security requirements to be expected for any voting
system is as follows [1]:

1. Voter Privacy: A vote must not be able to be traced
back to the identity of the voter. The anonymity of a
particular vote must be preserved even after the
voting process is finished [2].

2. Eligibility: Every voter must be authorized and

eligible [3].

Uniqueness: Each voter can only have one vote [4].

4. Fairness: No parties, both the voters and conveners,
are able to know the result completely or partially
before the counting process [5].

5. Uncoercibility: Any party must not be able to coerce
the votes.

6. Receipt-freeness: Voters must not be able to
absolutely prove the content of their vote [6]. This
requirement is to prevent any coercion and bribery.

7. Accuracy: Voting result must be accurate that the
result cannot be manipulated, added, or deleted by
invalid action.

8. Universal Verifiability: Any observers can verify that
their vote and the total vote is counted honestly.

(%)

To meet these security requirements, researchers have
made many techniques in cryptography. One of them is by
using a combination of homomorphic encryption and the
Chaum-Pedersen protocol. The former is used to encrypt the
individual ballot, while the latter is used to convince both the
voters and the conveners that the voting is done fairly and
honestly.
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II. THEORY

A. Homomorphic Encryption

In the past, there was a major limitation of processing on
encrypted data. That is, that the data must be decrypted first
before being operated on. This limitation creates significant
privacy vulnerabilities since there must be a time period where
the data can be seen fully.

It was not until 1978 that a paper proposing the concept
and mathematical properties of homomorphic encryption was
released [7]. The paper defined homomorphic encryption as an
encryption that permits a computer to operate on data without
decrypting it first, or more formally [7]:

E(f(a, b)) = f'(E(a), E(D))

where a and b are the plaintext data, E is the encryption
function, f 1is the mathematical operation function (for
example multiplication or addition), and f' is the function to
compute f on the encrypted data.

It is obvious that such encryption schemes have inherent
limitations, which is that comparison operations cannot be
used or else guessing the decrypted value can be done using
binary search [7]. However, modern cryptography has created
fully homomorphic encryption (FHE) that supports
comparison by making the result remain encrypted, preventing
an evaluator from gaining any information when performing
binary search. Regardless of which type of homomorphic
encryption it is, this scheme of encryption provides a powerful
and secure way of processing data.

1) Partially Homomorphic Encryption (PHE)

The earliest implementations of homomorphic
encryption are partially homomorphic encryption,
which is an encryption system that only supports one
type of mathematical operation, either multiplication
or addition. This system, specifically the exponential
ElGamal encryption, will be the foundation of the
e-voting system that will be laid out in this paper.

2) Fully Homomorphic Encryption (FHE)

For many years, homomorphic encryptions can only
support one type of operation. In 2009, Craig Gentry
solved this by making fully homomorphic encryption
that supports both multiplication and addition [8].

B. Exponential EIGamal Encryption

The exponential ElGamal encryption is a variation on a
more  general ElGamal encryption. Therefore, an
understanding of the traditional ElGamal encryption is first
needed, hence the early part of this subchapter is dedicated to
the traditional method.

The ElGamal encryption is a scheme that laid upon the
preexisting Diffie-Hellman scheme [9]. Suppose that a person
A has a private secret key x 4 and a person B has a private

secret key X Let p be a large prime number and g is a

primitive element of mod p. Both p and g are publicly known.
Then, they can compute the public key:

v, = g "modp
xB
Yy, = g modp
Here is where the FElGamal scheme differs from

Diffie-Hellman. Suppose A wants to send a message m to B,
then A will generate arandom ksuchthat 0< k < p — 1
. Using k, computes the ElGamal “key”:

K = yBk mod p

Using K, computes the tuple (CI'CZ)’ which is the
encrypted message that can be posted publicly:

C1 = gkmodp

C2 = (K.m)modp

With this scheme, it will be hard for people who don’t
know the value of X, to solve the tuple for m, but for B it will

be very easy:
K = (ng)k modp = (gk)xB modp = Clxﬂ mod p

since K is known, finding m is just a matter of solving the
equation C 5 for m, which can be done by multiplying both

sides with the inverse of K.

The ElGamal encryption is a multiplicative partially
homomorphic encryption and doesn’t provide the needed
additive homomorphic property for counting votes. Hence, a

m
modification is done by changing m in the equation into g "
where m is the secret message, or specifically the number

of votes. This modification is called the exponential ElGamal
encryption. Its additive homomorphic property is shown here
(for simplicity purposes, m is written just as ml_):

Suppose we have voters: A, B, and C. Each of their vote is
encrypted as (ClA' CZA) , (ClB' CZB), and (C1c’ Czc)

respectively, y is a public key that is derived from a distributed
secret key x. Then,

€ cC .C ,C .C..C

C = (C, . . . .
1Total’ 2Total) (1A 1B" 71c’ T24° 2B zc)

k +k,+k, k +k,+k,

= (g modp, y . g

or, more generally,

m1+m2+m

*mod p)

Zki Eki Emi
(ClTotal' CZTotal) = (g ‘modp,y ".g ‘modp)

m
Using x, it is possible to derive g ““. As long as the total

count vote is not significantly large, m, . can be feasibly

computed.
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C. Chaum-Pedersen Protocol

Chaum-Pedersen protocol is a protocol in which you can
prove that you know a secret key x such that,

y = gxmodpandz= hxmodp

without revealing the value of x itself. Hence, this protocol is
a type of zero knowledge proof, which is an intensely
researched field in cryptography.

As you may guess, the structure of A and B is similar to
the tuple (C N Cz) in the exponential ElGamal encryption
(note that the variables mentioned in this subchapter are
independent of the previous subchapters). This observation
provides a hint that this protocol can be used along the
exponential ElGamal encryption. A more detailed explanation
will be laid out on Section III.

A zero knowledge proof is needed for a voting system so
that the conveners can know whether a voter’s vote is valid
while not revealing the vote’s content. Furthermore, this
protocol is also needed to prove that the tallies are counted
correctly and that no foul play is being done by the conveners.

The initial state of the protocol is as follows: [10] Let g
and p be a prime number in which q divides p — 1. Gq is

then defined as a group of order g in which all the elements
are from the multiplicative group of integers modulo p (more

concisely, Gq is a subgroup of Z p). The number g € Gq isa
generator for the group Gq, and the number h is a member of
Gq. The variables that are publicly known are h, g, p, q. This

restriction of all the public variables are required to ensure the
security of the proof.

Now, the protocol is as follows:

1) The prover chooses a
0 <s<gqg-1 and

(a,b) = (g, h).
2) The verifier sends a challenge ¢ € Zq to the prover.

random  number
sends  the  pair

3) The prover computesr = s + c.x.
4) The verifier check the equality

gr = ayc andh' = bz
the verifier accepts the proof if the equality holds.

D. Disjunctive Chaum-Pedersen Protocol
In the e-voting system, a vote will be represented as the

encryption of g0 for negative vote and g1 for a positive vote (
g is the base used in the ElGamal encryption ballot).
Therefore, the conveners must be able to verify whether the
voter’s vote is either one without revealing the real content of
the vote.

The standard Chaum-Pedersen protocol only allows for

one specific value of x such that y = gx mod q and

z=h" mod q equality holds. This makes the standard

protocol not viable for this e-voting system. A modification is
needed.

To modify the protocol, we can use a paper released in
1994 that shows how to make an honest verifier zero
knowledge (HVZK) such as Chaum-Pedersen protocol to be
able to prove an OR statement [I1]. A couple of new
definitions are needed for this conversion.

A simulator is a theoretical algorithm that can produce
fake conversations of the protocol that are indistinguishable
from a real one. An instance is a problem from a set of
potential problems that will be proved. For example, a
problem S 1 is an instance from a set of potential problems

S, VS, .
The initial state of the new disjunctive Chaum-Pedersen
protocol will be stated. The tuple of the form (g, h, u, v) isa

problem that satisfies u = gx modp and v = R mod D,
where x is the secret key. Let there be two instances of a
problem (go, hO, u, 170) and (gl, h1’ u, vl). The prover is

considered truthful if they know x such that one of the two
problems is satisfied. For simplicity purposes, assume that the
prover know x . which is the solution for the instance

(g v h v Yo ¥ 0). The protocol is then executed as follows:

1) For the instance that the prover knows the solution of,
he will choose a random s and computes

(a, b) = (g, modp, b))

for the other instance, he will make a simulator by
choosing a challenge ¢, and a random response r

ahead of time. He will then compute
T —C T —C
(al, b1) = (g1 Lo mod p, h1 Loy D)
The prover sends (ao, bo) and (al, b1) to the
verifier.

2) The verifier sends the overarching challenge ¢
completely at random.
3) The prover creates a separate challenges that satisfies

¢, T ¢, = cmod q

where q is the order of the group Gq explained on the
last subchapter. Now, using the real secret X, the

prover computes the real response r 0

r, = s + co.xomodq

The prover sends (ro » T Coo cl).

4) The verifier first verifies if the challenges are made
honestly by checking

c=c, + clmodq

and then checks the validity for the instance O:

Makalah IF1220 Matematika Diskrit, Semester II Tahun 2025/2026



gor" = a,. uoCO mod p
T C
h0 0 = bo' v, °mod p
and then checks the validity for the instance 1:
glr1 = a,. ulc1 mod p
r C
h1 1= b1' v, modp

The verifier accepts the proof if the equations are
satisfied for both instances.

I11. IMPLEMENTATION

In this section, the proposed e-voting scheme will be
explained in detail. We will explore how the system
guarantees voter anonymity and data integrity in every
operational phase using cryptographic techniques such as
homomorphic encryption and Chaum-Pedersen protocol. Note
that the variables defined in this section are independent from
their definitions in the previous section.

E. Initial Conditions

Before the e-voting starts, the system must establish a
couple cryptographic paramaters. First, the system selects a

large prime number p and a generator g for a subgroup of Z*p

of order q. p, g, and g are publicly known both for the
conveners and the voters.

A secret master key x must also be generated. To prevent a
single corrupt trustee from rigging the election, the secret x
must be distributed such that:

1) A set of n independent trustees generate their own
private shares X, independently. The trustees selected

are preferably a competitor to each other.
2) They combined their private keys to create public key
h. h is known both for the conveners and voters. This

s,
public key is the equivalent of g
3) To decrypt anything, a minimum t out of n trustees
must cooperate.

4) The master key x (or more accurately in) never

exists in its entirety on any single machine on any
phase of the e-voting scheme.

This secret master key x can be generated using a
distributed key generation (DKG) protocol and threshold
cryptography. The protocol is outside the scope of this paper.
For more detail, please refer to [12] and [13].

F. Ballot Construction, Encryption, and Validation

For simplicity purposes, we will first assume a “Yes/No”
election. A “Yes” is encoded as v = 1, while “No” is
encoded as v = 0. We will later show how to make this
scheme support a multiple candidate election later in this
subchapter.

Now, using the Exponential ElGamal Encryption, a voter
will choose a random r and construct the encrypted ballot by
computing

B = (C1' Cz) = (grmodp, gv. hrmodp)

A malicious voter might be able to rig the election by
creating a ballot using an inflated v value (e.g. v = 100). To
prevent such attacks, the conveners must be able to verify that
a vote is valid without knowing the content of the vote itself.

This need can be achieved using the disjunctive
Chaum-Pedersen protocol.
In this scenario, the problem instance where v = 0 is,

C1 = grmodpandC2 = go. hrmodp = hrmodp

while the problem instance where v = 1 is,

C1 = grmodpandC2 =g .hrmodp

or,

c, = grmodpandCZ.g_1 = h modp

where g_1 is the modular multiplicative inverse of g modulo p

The process then will have the same steps as the steps
described in Section IID, where the voter acts as the prover
and the convener acts as the verifier. This protocol can
actually be made non-interactive using Fiat-Shamir heuristic,
which replaces the interactive verifier with a cryptographic
hash function [14].

Now, suppose we have m candidates in the election. A
ballot B can be constructed as follows:

B = (Bl‘Bz""’Bm)
where Bj = (Cj e Cj 2) for each candidate
j € {1, 2, ..., m}. The validation of the vote will be done

by 1) validating each Bj using the disjunctive Chaum-Pedersen
protocol, 2) multiply all Bj (which corresponds to addition of
their plaintexts) and validate that the total v is equal to one
using the standard Chaum-Pedersen protocol.

G. Counting Phase

Since the exponential ElGamal encryption used in the
ballot is a partial homomorphic encryption, the process for
counting is rather straightforward, that is:

k k
jototal (11:11 G l;ICl.j,z)
where k is the total number of voters. Because of this
ro Yv  ¥r
operation, B], rotal will havethe form (g , g . h ). Notice

>v
how g can be derived if the master key x is known.
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H. Decryption and Final Verification

Since the master key x is distributed using a distributed
key generation (DKG) protocol and threshold cryptography,
the ballot will be decrypted using the partial threshold
decryption:

1) Using their own X, t trustees will compute

s =c "
i j, 1
2) To ensure that the trustee truly use their real X, the

trustee will post their public key hi = gxi. To check
the integrity of the trustee, we first multiply all hi

and check if it is equal to the master public key h.
After that, the Chaum-Pedersen protocol is used to
prove that the trustee uses the real X, such that

Xi x.

hi =g andSl_ = Cj,1‘
3) Once t valid partial shares are collected, the full
blinding factor can be constructed by using Lagrange

interpolation coefficient (?\i):

t A Zlixi . >r
ilz_ll(si) = (C total, j, 1 ) = (Ctotal,j, 1) =h
xr Yv
4) Now that h  has been computed, g can be derived
by,
xr xv
total, j, 2 h =49

The reason why the Chaum-Pedersen protocol is only used
to prove that the trustees uses their real X is because the

tallying process can be done by everyone. The vulnerabilities
on the system is only if the trustees uses a fake x, to

manipulate or break the final tally.

IV. ANALYSIS

The e-voting scheme proposed in this paper uses the
exponential ElGamal encryption and the Chaum-Pedersen
protocol zero knowledge proof to ensure the integrity for both
the conveners and the voters. This section provides a detailed
analysis of how effectively this architecture satisfies the
fundamental security requirements mentioned on Section I:

1) Voter privacy: Satisfied. As long as 7 is kept secret by
the voter, anyone else who doesn’t know r will not be
able to trace the vote’s content. Even the conveners or
the system who verifies the validity of the vote
knows nothing of the content itself because of the
zero knowledge properties of the Chaum-Pedersen
protocol.

2) Eligibility: Out of scope. The e-voting framework
mentioned in this paper doesn’t account for the
eligibility of the voter. It is already assumed that
everyone who constructs a ballot is already

authenticated. An authentication layer that is built on
top of this scheme is needed to satisfy this
requirement.

3) Uniqueness: Satisfied. Every vote has a weight of
exactly one. A malicious voter cannot create a ballot
with a weight of more than one because of the
verification process that used the standard and
disjunctive Chaum-Pedersen protocol.

4) Fairness: Satisfied under the assumption the threshold
of honest trustees is maintained. If t number of
trustees decided to collude and decrypt the tally count
before the counting phases finished, this requirement
will be broken.

5) Uncoercibility and receipt-freeness: Unsatisfied. A
voter can prove the content of their vote by showing

their value of r. The coercer then can check whether
1 r

g.-h =¢C »
unsatisfied, the uncoercibility requirement is then by
consequence unsatisfied.

6) Accuracy: Satisfied. The homomorphic property of
the  exponential =~ ElGamal  encryption s
mathematically proven ensuring its accuracy.

7) Universal verifiability: Satisfied. Because all the
ballots posted can be seen publicly, anyone can check
whether the votes are counted correctly. The voters
can also verify if the total count is decrypted honestly
by using the Chaum-Pedersen protocol.

Even though this scheme is very viable to be implemented
on a small scale, this scheme carries an inherent problem from
an operational point of view. That is, the decrypted form of the

v
total count is g , and not ) v. Therefore, to get the total

Because the receipt-freeness is

number of votes, the system must solve a discrete logarithm
problem that is computationally hard to solve. Of course, this
would be okay if the total votes are still in the single-digit
millions, but this will become a problem if the total votes can
reach into a hundred million.

V. CONCLUSION

The e-voting scheme using homomorphic encryption and
Chaum-Pedersen protocol has actually been implemented in
real world settings [15]. This shows that this scheme is
computationally feasible and applicable. Our analysis has also
shown that this scheme has satisfied many of the core
elections requirements. However, there are many limitations
that prevent this scheme unviable for large scale elections.

Specifically, the fact that the system must solve a discrete
logarithm problem to find the total votes, hence will be a bad
option with a significant number of votes. And more
importantly, is that this scheme is still not able to satisfy the
receipt-freeness and uncoercibility requirements.

Future research should focus on integrating this scheme
with an authentication layer and an anti-coercion mechanism,
and to explore other e-voting schemes that can satisfy all the
requirements while still being computationally feasible.
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